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100

GrrD) 1

Y
FOR EVERY N GOPS, CREATE THE FOLLOWING
102 ~ TWO DOCUMENTS WITH DESCRIPTION: N GOP
ALL FRAME DATA DOCUMENT AND N GOP
I-FRAME ONLY DATA DOCUMENT

Y
104 ~_ EXTEND EACH FRAME'S DATA WITH DISPLAY
TIMESTAMP TIME-PASSED-SINCE-LAST-TIME-UPDATE

Y
106 ~ HASH EACH EXTENDED FRAME
INDIVIDUALLY (e.g., UTILIZE SHA STANDARD)

Y

APPEND EACH FRAME'S HASH ALONG WITH
108 -1 DISPLAY TIME AND TIME SINCE LAST UPDATE
TO N GOP ALL FRAME DATA DOCUMENT

Y

APPEND EACH I-FRAME'S HASH, ALONG WITH
110 -1 DISPLAY TIME AND TIME SINCE LAST UPDATE
TON I-FRAME ONLY DATA DOCUMENT

Y
USING CAMERA'S PRIVATE KEY, SIGN BOTH
112 DOCUMENT (e.g., UTILIZE DSA STANDARD)

Y

C EnD )
FIG. 3
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200

GrrD) 4

Y
202 ~| FOREVERY N GOPS, CREATE THE FOLLOWING DOCUMENT
WITH DESCRIPTION: N GOP ALL FRAME DATA DOCUMENT

Y
204 ~_ EXTEND EACH LAYER OF AN ACCESS UNIT'S
DATA WITH DISPLAY TIMESTAMP

Y
206 ~ EXTEND EACH LAYER OF AN ACCESS UNIT'S DATA
WITH TIME-PASSED-SINCE-LAST-TIME-UPDATE

Y
HASH EACH LAYER OF ACCESS UNIT
208 - INDEPENDENTLY (e.g., UTILIZE SHA STANDARD)

Y
APPEND EACH LAYER OF ACCESS UNIT'S
210 HASH TO N GOP ALL FRAME DATA DOCUMENT

Y
USING CAMERA'S PRIVATE KEY, SIGN THE DOCUMENT (e.g.,
UTILIZE DSA STANDARD). IF PACKETS ARE DROPPED, OR AN
SVC LAYER IS DISCARDED, THE SIGNATURES REMAIN VALID

212

Y

C END )
FIG. 4
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1
SYSTEM AND METHOD FOR PROVIDING
CRYPTOGRAPHIC VIDEO VERIFICATION

TECHNICAL FIELD

This disclosure relates in general to the field of video
security and, more particularly, to a system and a method for
providing cryptographic video verification.

BACKGROUND

Use of video is prevalent in many communication contexts
(live and recorded Telepresence, video calls, video broad-
casts, etc.). Video security has grown in prominence in recent
years. Video security is a top priority for many law enforce-
ment organizations and governments. Video security can be
used for various purposes, such as in evidentiary contexts,
which would require suitable authentication to ensure that the
video is unaltered/unchanged. Stated in different terminol-
ogy, avideo (e.g., used in courtroom) should be demonstrated
to exist in its original form and, further, that the video is a true
representation of an occurrence. If the video were to be
altered due to certain events (e.g., packet drops, aging, etc.),
these events should be detectable and suitably accounted for.

Additionally, the ability to precisely identity a tampered
frame is important in the context of malicious tampering.
Note that all of these security functions should be available
without having to access the actual camera/source that gen-
erated the video. Many video security systems implement
forms of watermarking at a source; however, these water-
marking techniques can be easily defeated. Without a com-
prehensive video security system, fraudulent video can
become common and pose a significant dilemma for security
personnel, network administrators, and corporate managers
alike. Protocols should be developed to verify that video has
not been tampered with since its generation at its source.

BRIEF DESCRIPTION OF THE DRAWINGS

To provide a more complete understanding of the present
disclosure and features and advantages thereof, reference is
made to the following description, taken in conjunction with
the accompanying figures, wherein like reference numerals
represent like parts, in which:

FIG.11s asimplified block diagram illustrating an example
configuration of a cryptographic video verification system in
accordance with one embodiment of this disclosure;

FIG. 2 is a simplified schematic diagram illustrating an
example flow associated with the cryptographic video verifi-
cation system in accordance with one embodiment of this
disclosure;

FIGS. 3-4 are simplified flow diagrams illustrating poten-
tial operations that may be associated with example embodi-
ments of the cryptographic video verification system;

FIG. 51s asimplified block diagram illustrating an example
container associated with the cryptographic video verifica-
tion system; and

FIG. 6 is a simplified block diagram illustrating another
example container associated with the cryptographic video
verification system.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

Overview
A method is provided in one example embodiment and
includes generating a first document and a second document
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2

associated with video data that includes a group of pictures
(GOPs). The term ‘document’ in this context can include any
suitable object, element, message, data segment, or content
that can be transmitted over the network. The method also
includes hashing a plurality of video frames associated with
the video data. Additionally, the method includes appending
each of the video frames’ respective hash and respective
display times to the first document, and appending each of a
plurality of I-frames’ respective hash and respective display
times to the second document. The ‘display times’ can be
associated with any suitable time characteristic, or any appro-
priate time parameter associated with the video frame. The
method further includes communicating the first document
and the second document over a network (e.g., in a reliable
manner) to a next destination.

In more specific implementations, the method can include
using a camera’s private key (e.g., any suitable secure iden-
tifier) to sign both the first document and the second docu-
ment before communicating the first document and the sec-
ond document over the network. Additionally, other example
embodiments can include extending frame data associated
with the plurality of video frames to include a display times-
tamp indicative of a time passed since a last time of update. In
addition, certain example methodologies may include using
the first and second documents to verify an authenticity of at
least a portion of the video data. The term ‘authenticity’
includes any characteristic associated with video integrity,
the originality of the video (e.g., as being representative of
what was initially captured by a given device such as a cam-
era), the veracity of the video, the reliability of the video, the
accuracy of the video, the validity of the video, the legitimacy
of the video, the genuineness of the video, etc.

The first document can include frame data associated with
one or more GOPs. The second document can include I-frame
data associated with a set of GOPs. Individual frames of the
video data received over the network can be independently
verified. The method can also include authenticating a camera
(where a mutual authentication may occur with a video sur-
veillance manager), and capturing the video data after the
camera has been authenticated. In yet other example imple-
mentations, the method can include determining that a par-
ticular portion of video has been thinned via frame dropping;
and utilizing the second document to process additional video
data.

Example Embodiments

Turning to FIG. 1, FIG. 1 is a simplified block diagram of
an example configuration of a cryptographic video verifica-
tion system 10 in accordance with an embodiment of the
present disclosure. Cryptographic video verification system
10 may include a plurality of cameras 14a-c (labeled ‘camera
A’, ‘camera B’, and ‘camera C’). Camera 14aq is representa-
tive of a data source in this particular example in which a
target area may be monitored for security reasons. The cap-
tured video may be suitably processed, transmitted over a
network, cached, or simply stored at the camera itself. In
operation, camera A can chunk the video data into data blocks
consisting of one or more group of pictures (GOPs) (e.g.,
beginning with an I-Frame), as further detailed below.

Also provided in FIG. 1 is a viewer 30, which can be
representative of a video playing component that may be
modified to perform the verification activities discussed
herein. For example, a generic media player, a QuickTime
player, a Real-Time player, an Adobe Flash player, ahandheld
device, etc. can be modified to perform the verification activi-
ties discussed herein. FIG. 1 may also include a video man-
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agement system (VMS) 44 (e.g., a VSM manufactured by
Cisco Systems, Inc. of San Jose, Calif.), which may be suit-
ably coupled to the network. Data blocks propagating in the
architecture of FIG. 1 could be chunked for hypertext transfer
protocol (HTTP) adaptive streaming in certain implementa-
tions of the present disclosure.

Captured video can be recorded at any level in the archi-
tecture of FIG. 1. For example, video can be recorded on the
camera itself, on a media server on the edge of the network, on
a centralized media server cluster, any location within a
cloud, etc. Similarly, when the video is received, it can be
stored in the camera itself, a central location, a suitable data-
base, etc. Each camera of the architecture can support local
recording, encryption, single-stream based data redundancy,
or any other suitable features that may be particular to a
certain entity, or type of surveillance. In regards to manage-
ment, the architecture of the present disclosure can offer a
unified video lifecycle including configuration, fault manage-
ment, audit, performance management, access control,
streaming to various clients, searching, analytics data mining,
backup, grooming, thinning, smart summarization, etc.

In the particular instance of FIG. 1, camera A includes a
video verification module 60a, a processor 62, and a memory
element 64. Note that all of the other cameras in the system
can include similar infrastructure such that the management
of video being captured is consistent. In addition, FIG. 1
illustrates VSOM 44 as including a processor 70, a video
verification module 605, and a memory element 72. Simi-
larly, viewer 30 may include a processor 55, a memory ele-
ment 57, and a video verification module 60c. In operation,
VSOM 44 can support HD clip upload, SD streaming, zero
video loss, etc. Additionally, VSOM 44 can act as an RTP/
RTSP dynamic proxy for live video, HT'TP cache/proxy for
recorded video, include video on camera in its backup poli-
cies, etc.

Note that FIG. 1 is a logical representation of crypto-
graphic video verification system 10 that is independent of the
underlying network infrastructure. Each of the elements of
FIG. 1 may couple to one another through simple interfaces,
or through any other suitable connection (wired or wireless),
which provides a viable pathway for network communica-
tions. Additionally, any one or more of these elements of FIG.
1 may be combined or removed from the architecture based
on particular configuration needs. Cryptographic video veri-
fication system 10 may include a configuration capable of
transmission control protocol/Internet protocol (TCP/IP)
communications for the transmission or reception of packets
in a network flow. Cryptographic video verification system 10
may also operate in conjunction with a user datagram proto-
col/IP (UDP/IP), Fibre Channel over Ethernet (FCoE), or any
other suitable protocol where appropriate and based on par-
ticular needs.

For purposes of illustrating certain example embodiments
of cryptographic video verification system 10, it is important
to understand certain activities and communications occur-
ring within a typical security system framework. Contextual
information is provided below to offer an overview of the
challenges encountered in managing sensitive video, which
should be authenticated. Such information is offered ear-
nestly and for teaching purposes only and, therefore, should
not be construed in any way to limit the broad applications of
the present disclosure.

Many of the existing video authentication schemes cater to
an entertainment industry use case, which adds digital water-
marks that survive across video transformation (e.g.,
transcoding and analog re-recording). These schemes cannot
be used for validating that any part of the video has not
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4

changed because their focus is on source fingerprinting and
not on authenticity and integrity. Moreover, watermarking
techniques can readily be falsified, which undermines their
credibility. For example, video editing software can be used
to manipulate watermarks.

Certain embodiments of the present disclosure can create a
cryptographically secure method for video authentication
that uses signed hash documents for frame authenticity
checking. More specifically, the architecture can offer a
hybrid security scheme in which each frame can be hashed
independently, retained, and signed as a group for N GOPs.
Note that the verification signature overhead for such a
scheme remains low. For example, for a 30 fps 1 Mbps stream,
the estimated overhead is 0.8% employing secure hash algo-
rithm-256 (SHA-256).

In certain implementations, the architecture of FIG. 1 can
be configured for adding a “display time” to frame and frame
hashes to allow checking frame display times. Also, the archi-
tecture is configured for adding a “time-since-last-time-up-
date” to frames and frame hashes, to allow checking video
verification strength. In addition, the architecture is hashing
each ofthe frames (or slices) independently, explicitly listing
frame hashes for N GOPs in a document, and signing the
document. Subsequently, the documents should be transmit-
ted in a reliable manner. In at least one sense, the system is
using multiple signed documents to support a smart video
aging. Such a scheme can be extended to scalable video
coding (SVC) video and audio, along with voice. Video veri-
fication based on the proposed scheme can be oftered for both
file-based and stream-based consumption. In addition, the
scheme of the present disclosure does not break existing
standards based media players (e.g., VLC).

Furthermore, the architecture of the present disclosure
allows for thinning (a requirement for certain physec appli-
cations) and operates in a compressed domain. Hashing can
occur at the network abstraction layer (NAL), as well as at
various other layers, where appropriate. The architecture can
extend existing cryptographic schemes (one-way hashes and
digital signatures) to video for verification. In one particular
implementation, a PKI-based trust relationship can be ini-
tially established between cameras and management stations
(e.g., VSOMs). Subsequently, one-way hashes and digital
signatures are employed in the camera (e.g., directly at the
video source), to digitally sign media: providing integrity,
authenticity, and non-repudiation for the particular video seg-
ment.

The scheme can be designed in conjunction with an
embedded system with limited computing capacity and, fur-
ther, allows the RSA signature intervals to be “stretched out”
to reduce the computing requirements, while maintaining the
ability to address packet drops. Additionally, the architecture
of FIG. 1 protects against timestamp attacks. In addition, in
the proposed scheme, assertion of camera ownership can be
achieved without a per-device end-user certificate, which
allows for greater scalability.

Turning to FIG. 2, FIG. 2 is a simplified schematic diagram
75 illustrating an example H.264 advanced video coding
(AVC) signature for N GOPs. In this particular example, there
are two digital signature algorithm (DSA) signed documents
76 and 78. Note that the activities of FIG. 2 are best under-
stood in the context of an example flow, which has been
provided by FIG. 3.

FIG. 3 is a simplified flow diagram 100 associated with
example activities of the present disclosure. In operation ofan
example flow, cameras and VSOMs can be mutually authen-
ticated. Post-authentication, a camera generating video can
perform the following steps to generate verifiable video data.
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At 102, for every N GOPs, the system creates the following
two documents with the descriptions: N GOP all frame data
document and N GOP I-Frame only data document. At 104,
the system is configured to extend each frame’s data with a
display timestamp (time-passed-since-last-time-update). At
106, the system can hash each extended frame individually
(e.g., utilizing a Secure Hash Algorithm (SHA) standard). At
108, the system can append each frame’s hash, along with the
display time and time since the last update, to the N GOP all
frame data document. At 110, the architecture is configured to
append each I-frame’s hash, along with the display time and
time since the last update, to the N I-Frame only data docu-
ment. At 112, using the camera’s private key, the system can
sign both documents (e.g., utilizing DSA standard).

The signed hash documents can then be transmitted, via
reliable transport, to the server where they can be used for
verification during playback (e.g., using a suitable media
player). Since the hash is computed on a frame-by-frame
basis, and transmitted reliably for N GOPs, every frame
received can be validated independently even with frame loss.
Additionally, when video is thinned by selectively dropping P
and B frames, the verification can switch to using the N GOP
I-Frame only document and discard (or stop using) the N
GOP all frame data document.

More specifically addressing the potential for packet
drops, because the hash is computed on a frame-by-frame
basis, and transmitted reliably for N GOPs, every frame
received can be validated independently of frames dropped
due to packet drops. Any missing frame is clearly identifiable
from the documents. Employing two documents helps keep
the verification overhead around 1% even after video thin-
ning.

In regards to the display time security, in order to ensure
that an administrator does not change the time on the camera
and records a new verified clip, the following safeguards can
be provisioned. The “time-passed-since-last-time-update” is
embedded along with the display time. Any video with a low
value of time-passed-since-last-time-update would be
viewed as less secure. Any large administrative time changes
can be logged, hashed, and signed in “event” order with old
and new timestamps. For the packaging of video data and
signatures, on transport, the extra information for video veri-
fication can simply be sent over a reliable transport. For video
export, the MP4 container format can be extended to carry the
extra data, as further detailed below.

Turning to FIG. 4, FIG. 4 is a simplified flow diagram 200
(similar to the scheme described above) for H.264SVC. The
flow may begin at 202, for every N GOPs, the system can
create the following document with the description: N GOP
all frame data document. At 204, the architecture extends
each layer of an access unit’s data with a display timestamp.
At 206, the architecture extends each layer of an access unit’s
data with a time-passed-since-last-time-update. At 208, the
architecture hashes the layer of the access unit independently
(e.g., utilizing a SHA standard). At 210, the architecture can
append each layer of the access unit’s hash to the N GOP all
frame data document. At 212, using the camera’s private key,
the system can sign the document (e.g., utilizing a DSA
standard). If packets are dropped, or an SVC layer is dis-
carded, the signatures would remain valid.

FIG. 5 is a simplified block diagram illustrating camera
extra data in an MP4 container. The illustration of FIG. 5§
includes a plurality of DSA signed documents 82, 84, 86, and
88. For every N GOPs in the MP4 container, a video signature
is included in the MP4 container file. Note that the camera’s
certificate is not replicated and simply included once on the
video surveillance manager (VSM) signed document. [Note
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that the terms VSM and video surveillance operations man-
ager (VSOM) are used interchangeably herein in this docu-
ment. Both represent instances of a video surveillance man-
ager function.] A metadata track can be used for the signed N
GOP documents. FIG. 6 is a simplified block diagram 600
illustrating VSM extra data in an MP4 container. Note that
this container could optionally be used in conjunction with
the present disclosure. In this particular illustration, the cam-
era’s X.509 certificate is provided, along with information
associated with the camera name, camera location, camera
map coordinates, location tree data, map data, etc., and signed
by VSM’s certificate, establishing a chain of trust providing
ownership of a camera by the organization owning the VSM.

Note that the nodes of cryptographic video verification
system 10, including camera 14a, viewer 30, and VSOM 44,
are representative of any suitable network element that can
exchange video data. This network element terminology is
meant to encompass network appliances, cameras, comput-
ers, servers, video players, handheld devices, routers,
switches, gateways, bridges, loadbalancers, modules, or any
other device, component, element, or object operable to
exchange information in a network environment. The nodes
can also be representative of any suitable endpoints, which
can have various potential applications. The network ele-
ments are configured to receive and/or capture data for sub-
sequently propagating video communications over the net-
work.

Inone particular implementation, the network elements are
representative of IP cameras that can be used for virtually any
purpose (e.g., surveillance, advertisements, security, logging
operations, amusement, maintenance activities, etc.). The
term ‘IP camera’ is inclusive of analog cameras, and any other
suitable endpoint device that could similarly be used in activi-
ties relating to capturing video. For example, the broad term
‘camera’ is inclusive of (or associated with) devices used to
capture video such as any type of a personal digital assistant
(PDA), a laptop or electronic notebook, a cellular telephone,
aniPhone, an IP phone, iPad, a Telepresence system, a Skype
mechanism, or any other device, component, element, or
object capable of initiating or facilitating audio, video, media,
or data exchanges within a network environment.

In their configurations, the network elements may include
any suitable hardware, software, components, modules, or
objects that facilitate the operations thereof, as well as suit-
able interfaces for receiving, transmitting, and/or otherwise
communicating data or information in a network environ-
ment. This may be inclusive of appropriate algorithms and
communication protocols that allow for the effective
exchange of data or information.

In regards to the internal structure associated with the
network elements of cryptographic video verification system
10, each of the cameras, VSOM 44, viewer 30, and other
nodes can include memory elements for storing information
to be used in the operations outlined herein. Each of the
cameras, VSOM 44, viewer 30, and other nodes may keep
information in any suitable memory element (e.g., random
access memory (RAM), read-only memory (ROM), erasable
programmable ROM (EPROM), electrically erasable pro-
grammable ROM (EEPROM), application specific integrated
circuit (ASIC), etc.), software, hardware, or in any other
suitable component, device, element, or object where appro-
priate and based on particular needs. Any of the memory
elements discussed herein should be construed as being
encompassed within the broad term “memory element” or
“memory.” Information being used, tracked, sent, or received
by camera 14a, VSOM 44, viewer 30, and other network
elements could be provided in any database, manifest, regis-
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ter, queue, table, cache, control list, or other storage structure,
all of which can be referenced at any suitable timeframe. Any
such storage options may be included within the broad term
“memory element” or “memory” as used herein.

In certain example implementations, the video security
functions outlined herein may be implemented by logic
encoded in one or more non-transitory tangible media (e.g.,
embedded logic provided in an ASIC, digital signal processor
(DSP) instructions, software (potentially inclusive of object
code and source code) to be executed by a processor, or other
similar machine, etc.). In some of these instances, memory
elements can store data used for the operations described
herein. This includes the memory elements being able to store
software, logic, code, or processor instructions that are
executed to carry out the activities described herein.

In one example implementation, camera 14a, VSOM 44,
viewer 30, and/or other nodes may include software modules
(e.g., instances of video verification module 60) to achieve, or
to foster, the video security operations as outlined herein. In
other embodiments, such operations may be carried out by
hardware, implemented externally to these elements, or
included in some other network device to achieve the
intended functionality. Alternatively, these elements may
include software (or reciprocating software) that can coordi-
nate in order to achieve the operations, as outlined herein. In
still other embodiments, one or all of these devices may
include any suitable algorithms, hardware, software, compo-
nents, modules, interfaces, or objects that facilitate the opera-
tions thereof.

Additionally, each of the cameras, VSOM 44, viewer 30,
and/or other nodes may include one or more processors (or
virtual processors) that can execute software or an algorithm
to perform activities as discussed herein. A processor or vir-
tual processor can execute any type of instructions associated
with the data to achieve the operations detailed herein. In one
example, a processor (such as shown in FIG. 1) could trans-
form an element or an article (e.g., data) from one state or
thing to another state or thing. In another example, the activi-
ties outlined herein may be implemented with fixed logic or
programmable logic (e.g., software/computer instructions
executed by a processor) and the elements identified herein
could be some type of a programmable processor, program-
mable digital logic (e.g., a field programmable gate array
(FPGA), an EPROM, an EEPROM) or an ASIC that includes
digital logic, software, code, electronic instructions, or any
suitable combination thereof. Any of the potential processing
elements, modules, and machines described herein should be
construed as being encompassed within the broad term “pro-
cessor.”

In the examples provided above, as well as numerous other
potential examples, interaction may be described in terms of
two, three, or four network elements. However, the number of
network elements has been limited for purposes of clarity and
example only. In certain cases, it may be easier to describe
one or more of the functionalities of a given set of operations
by only referencing a limited number of network elements. It
should be appreciated that cryptographic video verification
system 10 is readily scalable and can accommodate a large
number of components, as well as more complicated/sophis-
ticated arrangements and configurations. Accordingly, the
examples provided should not limit the scope or inhibit the
broad teachings of cryptographic video verification system
10 as potentially applied to a myriad of other architectures.
Additionally, although described with reference to particular
scenarios, where a particular module is provided within a
network element, these modules can be provided externally,
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or consolidated and/or combined in any suitable fashion. In
certain instances, such modules may be provided in a single
proprietary unit.

It is also important to note that the appended diagrams
illustrate only some of the possible scenarios and patterns that
may be executed by, or within, cryptographic video verifica-
tion system 10. For example, some operations may be deleted
or removed where appropriate, or these operations may be
modified or changed considerably without departing from the
scope of teachings provided herein. In addition, a number of
these operations have been described as being executed con-
currently with, or in parallel to, one or more additional opera-
tions. However, the timing of these operations may be altered
considerably. The preceding operational flows have been
offered for purposes of example and discussion. Substantial
flexibility is provided by cryptographic video verification
system 10 in that any suitable arrangements, chronologies,
configurations, and timing mechanisms may be provided
without departing from the teachings provided herein.

Additionally, although the present disclosure has been
described in detail with reference to particular embodiments,
it should be understood that various other changes, substitu-
tions, and alterations may be made hereto without departing
from the spirit and scope of the present disclosure. While the
previous discussions have focused on certain content appli-
cations, other architectures and protocols could readily adopt
the teachings of the present disclosure. For example, the
present disclosure can be used in conjunction with law
enforcement activities, court proceedings (e.g., depositions,
trials, oral arguments, etc.), elections in which votes are cast
by a populace, etc. Additionally, the present disclosure can be
extended for authenticating voice data. Moreover, the present
disclosure can be applicable to virtually any surveillance
applications (e.g., building security, digital advertising (e.g.,
involving proof-of-play), casino environments, sports enter-
tainment venues, concerts, etc.). Furthermore, the architec-
ture of the present disclosure could be equally applicable to
any media server applications, as well as video conferencing
scenarios in which communications occur in real-time (e.g.,
on-demand), where speech and video data can effectively be
captured.

Numerous other changes, substitutions, variations, alter-
ations, and modifications may be ascertained to one skilled in
the art and it is intended that the present disclosure encompass
all such changes, substitutions, variations, alterations, and
modifications as falling within the scope of the appended
claims. In order to assist the United States Patent and Trade-
mark Office (USPTO) and, additionally, any readers of any
patent issued on this application in interpreting the claims
appended hereto, Applicant wishes to note that the Applicant:
(a) does not intend any of the appended claims to invoke
paragraph six (6) of 35 U.S.C. section 112 as it exists on the
date of the filing hereof unless the words “means for” or “step
for” are specifically used in the particular claims; and (b) does
not intend, by any statement in the specification, to limit this
disclosure in any way that is not otherwise reflected in the
appended claims.

What is claimed is:

1. A method, comprising:

capturing video data for an individual camera, wherein the
video data comprises a plurality of video frames and
wherein each of the plurality of video frames comprises
frame data that is associated with one of: I-frame data,
P-frame data and B-frame data;

generating a first document and a second document asso-
ciated with the video data;
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extending a size of the frame data for each of the plurality
of'video frames associated with the video data to gener-
ate extended frame data for each of the plurality of video
frames, wherein the extended frame data for each of the
plurality of video frames includes a respective display
time for each video frame and a respective display times-
tamp for each video frame, wherein the display times-
tamp for each video frame is associated with a time
passed since a last time update for each video frame;

hashing the extended frame data for each of the plurality of
video frames individually;
appending to the first document, for each of the plurality of
video frames, each hash of the extended frame data for
each of the plurality of video frames, each respective
display time for each of the plurality of video frames and
each respective display timestamp for each of the plu-
rality of video frames;
appending to the second document, for each of a plurality
of video frames comprising I-frame data, each hash of
the extended frame data for each of the plurality of video
frames comprising [-frame data, each respective display
time for each of the plurality of video frames comprising
I-frame data and each respective display timestamp for
each of the plurality of video frames comprising I-frame
data, wherein the appending to the second document
excludes appending the second document for any video
frames comprising P-frame data and B-frame data;

signing the first document and the second document using
a private key for the camera;

communicating the video data, the first document and the
second document over a network to a next destination;
and

verifying one or more individual video frames of the video

data received over the network based on at least one of
the first document and the second document.

2. The method of claim 1, further comprising:

using the first and second documents to verify an authen-

ticity of at least a portion of the video data.

3. The method of claim 1, wherein the generated first
document includes I-frame data, P-frame data and B-frame
data associated with the GOPs video data.

4. The method of claim 1, wherein the generated second
document includes I-frame data associated with the video
data.

5. The method of claim 1, the method further comprising:

authenticating the camera; and

capturing the video data after the camera has been authen-

ticated.

6. The method of claim 1, further comprising:

determining that a particular portion of the video data has

been thinned via frame dropping of P and B frames; and
utilizing the second document to process additional video
data without utilizing the first document.

7. Logic encoded in one or more non-transitory media that
includes code for execution that when executed by one or
more processors cause the one or more processors to:

capture video data for an individual camera, wherein the

video data comprises a plurality of video frames and
wherein each of the plurality of video frames comprises
frame data that is associated with one of: I-frame data,
P-frame data and B-frame data;

generate a first document and a second document associ-

ated with the video data;

extend a size of the frame data for each of the plurality of

video frames associated with the video data to generate
extended frame data for each of the plurality of video
frames, wherein the extended frame data for each of the
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plurality of video frames includes a respective display
time for each video frame and a respective display times-
tamp for each video frame, wherein the display times-
tamp for each video frame is associated with a time
passed since a last time update for each video frame;

hash the extended frame data for each of the plurality of
video frames individually;
append to the first document, for each of the plurality of
video frames, each hash of the extended frame data for
each of the plurality of video frames, each respective
display time for each of the plurality of video frames and
each respective display timestamp for each of the plu-
rality of video frames;
append to the second document, for each of a plurality of
video frames comprising [-frame data, each hash of the
extended frame data for each of the plurality of video
frames comprising [-frame data, each respective display
time for each of the plurality of video frames comprising
I-frame data and each respective display timestamp for
each of the plurality of video frames comprising I-frame
data, wherein the appending to the second document
excludes appending the second document for any video
frames comprising P-frame data and B-frame data;

digitally sign the first document and the second document
using a digital signature algorithm (DSA) and a private
key for the camera;

communicate the first document and the second document

over a network to a next destination; and

verify one or more individual video frames of the video

data received over the network based on at least one of
the first document and the second document.

8. The logic of claim 7, wherein the code for execution
further causes the one or more processors to:

use the first and second documents to verify an authenticity

of at least a portion of the video data.

9. The logic of claim 7, wherein the generated first docu-
ment includes I-frame data, P-frame data and B-frame data
associated with the video data.

10. The logic of claim 7, wherein the generated second
document includes I-frame data associated with the video
data.

11. The logic of claim 7, wherein the code for execution
further causes the one or more processors to:

authenticate the camera; and

capture the video data after the camera has been authenti-

cated.

12. The logic of claim 7, wherein the code for execution
further causes the one or more processors to:

determine that a particular portion of the video data has

been thinned via frame dropping of P and B frames; and
utilize the second document to process additional video
data without utilizing the first document.

13. An apparatus, comprising:

a processor;

a video verification module; and

a memory coupled to the processor, wherein the processor

is configured to execute instructions that cause the pro-

cessor to:

capture video data for an individual camera, wherein the
video data comprises a plurality of video frames and
wherein each of the plurality of video frames com-
prises frame data that is associated with one of:
I-frame data, P-frame data and B-frame data;

generate a first document and a second document asso-
ciated with the video data;

extend a size of the frame data for each of the plurality of
video frames associated with the video data to gener-
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ate extended frame data for each of the plurality of
video frames, wherein the extended frame data for
each of the plurality of video frames includes a
respective display time for each video frame and a
respective display timestamp for each video frame,
wherein the display timestamp for each video frame is
associated with a time passed since a last time update
for each video frame;

hash the extended frame data for each of the plurality of

video frames individually;

append to the first document, for each of the plurality of

video frames, each hash of the extended frame data
for each of the plurality of video frames, each respec-
tive display time for each of the plurality of video
frames and each respective display timestamp for
each of the plurality of video frames;

append to the second document, for each of a plurality of

video frames comprising I-frame data, each hash of
the extended frame date for each of the plurality of
video frames comprising I-frame data, each respec-
tive display time for each of the plurality of video
frames comprising [-frame data and each respective
display timestamp for each of the plurality of video
frames comprising I-frame data, wherein the append-
ing to the second document excludes appending the
second document for any video frames comprising
P-frame data and B-frame data;
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digitally sign the first document and the second docu-
ment using a digital signature algorithm (DSA) and a
private key for the camera;

communicate the first document and the second docu-
ment over a network to a next destination; and

verify one or more individual video frames of the video
data received over the network based on at least one of
the first document and the second document.

14. The apparatus of claim 13, wherein the generated first
document includes I-frame data, P-frame data and B-frame
data associated with the video data, and the generated second
document includes I-frame data associated with the video
data.

15. The apparatus of claim 13, wherein the apparatus is
further configured to:

determine that a particular portion of the video data has

been thinned via frame dropping of P and B frames; and
utilize the second document to process additional video
data without utilization of the first document.

16. The apparatus of claim 13, wherein the apparatus is
further configured to:

authenticate the camera; and

capture the video data after the camera has been authenti-

cated.



